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Sugar Sell 11.3 Administration Guide

The Sugar Administration Guide helps system administrator users configure and
customize their CRM application.

Last Modified: 2021-11-08 16:25:59

Introduction to Sugar Administration

Overview

The Administration Guide is the CRM admin's guide to configuring and
administering their Sugar instance. Admins have access to everything in this guide
but regular users with developer-level role access to at least one module can also
access certain admin functionality. To understand the difference between an
admin user and a regular user with developer-level role access, see the

Understanding Admin and Developer Access in Roles article. Also, refer to the Role

Management documentation for details on configuring roles in your instance.

The majority of admin functionality in Sugar can be found on the Admin page,
accessible by opening the user menu in the top right corner of Sugar and selecting
"Admin":

. 4

“n

Q 1

mn -
Accounts List Dashboard v A& Profile

& Change Password

My Accounts e

a1 Employees
Name Billing Country £+ Admin
EEE Endowments LTD  USA © About
Smith & Sons USA [ Log Out

The Admin page contains links to a wide variety of settings and tools for
configuring your Sugar instance, grouped by topic and also searchable using the
search bar. Hover over any link to see a quick summary of what the linked page
includes. The following are some examples of admin functionality that most Sugar
administrators will likely have to work with closely:
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e User, Password, Team, and Role management to manipulate user access

e Sugarldentity for user management if your instance is Sugarldentity-
enabled

e Email management to configure incoming and outgoing system email
accounts and behaviors

e System management to control functional aspects and system-wide
preferences within Sugar

e Module Builder to create new, custom modules as needed to fully match
your organization's processes

e Studio to tailor existing modules to your organization's needs by adding or
modifying fields, relationships, and layouts

e SugarBPM to design workflow processes to automate many actions in your
system

Admin Page Search

At the top of the Admin page, use the search bar to quickly find specific links
within the Admin page. When you start entering a search term, a list of matching
results is displayed and is updated as you type. If there are more than seven
matching results, use the page numbers and arrow buttons at the bottom to
navigate between the pages of results. Click any result to open the specific link.
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Search Admin Settings below...

‘ modulel X

Module Builder
Build new modules to expand the functionality of Sugar

Module Loader
Add or remove Sugar modules, themes, language packs and other extensions

n about Search 1 Sugar,
Select modules for the Global Search and configure full-text searching. and fiel
1 Settine
Mobile Manage
Select modules to appear in the browser-based mobile view and in the Sugar Mobile
application
-based

Rename Modules
Change the names of the modules appearing within the application

J/stem-w Display Modules and Subpanels
f Choose which modules are displayed in the navigation bar and which subpanels are
your ol displayed system-wide
le settin
) Studio
ttings Customize module fields, layouts and relationships .
email s¢
out ems
<z 2 >
ind Eme

Last Modified: 2022-01-04 21:48:03

Admin Wizard

Overview

Sugar offers administrators a wide range of configuration options to set up their
account. Upon your initial log into Sugar, you will go through configuring some
basic settings (i.e., Your Information, Your Locale, etc.) for your user profile. You
may skip these steps and configure these settings in your user preferences at a
later time. Once your user profile set up is complete, you will be able to navigate to
a specific area of Sugar to perform various administrative functions (e.g.,
importing data, creating users, configuring the application via Studio, etc.) as well.
Please note that system administrators can also set up each user's basic settings
when creating a user in Sugar. This documentation will cover the various options
available when first accessing your Sugar account.
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Note: For instances that use Sugarldentity, the administrator will need to access
Sugarldentity via the SugarCloud Settings console to create and manage user
records as well as configure password requirements and set up LDAP/SAML
authentication.

Login Screen

The Sugar login screen is where you enter your login credentials (User Name,
Password) to access your instance. Please note that this applies to instances that
do not use Sugarldentity as well as instances that use Sugarldentity. To access
Sugar's login screen, enter in your Sugar instance URL (e.q.,
https://example.sugarondemand.com) in your web browser. If you do not know
your instance URL or login credentials, please reach out to another system
administrator in your organization for assistance. Sugar's Admin Wizard will
launch upon your first successful login allowing you to configure various system-
wide settings as well as some personal settings. For more information on logging
in to Sugar, refer to the Getting Started documentation.

Note: If your organization uses multiple Sugarldentity-enabled instances (e.g.,
production, sandboxes) and you have accessed different user accounts in the
tenant(s) (e.g., ABC Production, ABC Test Sandbox), the login screen will display
an account selector with the list of users you have logged in as for the current
instance you are accessing.

£ sugarcrm

Welcome to

SugarCRM Partner Portal Login

Forgot Password?

Note: If your instance has more active users than is allowed by your Sugar license,
a warning is displayed on the login screen and regular users will not be able to log
in. Admin users will be able to log in but will be redirected to the Users module.
For more information, see the Understanding User Types, License Types, and

Sugar Licenses article.
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Language

Users have the option to choose the primary language they want to be displayed in
Sugar by clicking the Language icon on the bottom right of the Login screen. The
Language dropdown list will appear allowing you to select the appropriate
language you want to be displayed in your Sugar account. The out-of-the-box
default language in Sugar is English (US), but administrators can change the
default language globally via Admin > Locale. For more information on configuring
the default language in Sugar, please refer to the Locale section of the System
documentation. Once the default language is changed, it will display as the default
selection on the login screen for all users.

Please note that you must select the language that you want to be displayed each
time you log in, otherwise the default language will display in Sugar.

Administrators can also configure what languages are available to select in the
Language dropdown list via Admin > Languages. For more information on
managing the available languages, please refer to the Languages section of the
System documentation.

English (US) D

Bbnrapcku
Cesky
Dansk
Deutsch

EM\nvika

0 Mobile |@Language / Sprache / Idioma

The following languages are available to display in Sugar:

Albanian Hungarian
Arabic Italian
Brazilian Portuguese Japanese
Bulgarian Korean
Catalan Latvian
Chinese (Simplified) Lithuanian
Chinese (Traditional) Norwegian
Croatian Polish
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Czech Portuguese
Danish Romanian
Dutch Russian
English (UK) Serbian
English (US) Slovak
Estonian Spanish
Finnish Spanish (Latin)
French Swedish
German Thai

Greek Turkish
Hebrew Ukrainian

Your Information

Once the Admin Wizard is completed, you will have the option to configure some of
your personal settings via the User Wizard. The User Profile step is where you can
enter key information (i.e. name, email address, and phone) about yourself to be
stored in your user profile. Please note that the information you provide on this
step can be updated in your user preferences at a later time if desired. For more
information on configuring your personal information under user preferences,
refer to the Getting Started documentation.

Note: For instances that use Sugarldentity, the User Profile step of the User
Wizard is read-only and the displayed fields (e.g., First Name, Last Name) can only

be edited in Sugarldentity via the SugarCloud Settings console.

The following options are available to configure your user profile:

e First Name: Enter your first name.

Last Name: Enter your last name.
Email: Enter your email address.
Office Phone: Enter your office number.
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1 User Profile Setup progress

Setup your user information

First name Last name

Jim ‘ Brennan

Email Phone

jim@example.com ’ (123) 555-2020

Next

Please note that all required fields will indicate "Required" in the field and must be
completed prior to moving to the next step of the wizard. Once your personal
information is entered, click "Next".

Your Locale

The Your Locale step is where you can configure the date, time, and name format
you want to be displayed in Sugar based on your current geographical location.
Please note that the information you provide on this page will override the system
locale settings and can be updated in your user preferences at a later time if
desired. For more information on configuring your locale settings, please refer to
the Locale Settings section of the Getting Started documentation.

The following options are available to configure your locale settings:

e Time Zone: Select the time zone based on your current location.

e Date Format: Select the format you want the date stamps displayed in
Sugar.

e Time Format: Select the format you want the time stamps displayed in
Sugar.

e Name Format: Select the format you want the concatenated name fields
displayed in Sugar's list view and record view.

Once your locale information is entered, click "Next".
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2 User Locale Settings Setup progress

Set your time zone, date, and name formats

Time Zone Time Format

| America/New York (GMT-5:00) ~| | 11:00pm -|
Date Format Name Format

| 2010-12-23 ~| | Dr. David Livingstone - |

Back Next

The following page confirms that you are ready to use Sugar and allows you to
perform various administrative functions (e.g., importing data, creating users,
configuring the application via Studio, etc.). Selecting the action item(s) will take
you directly to the specific area of the Admin page to create new users, import
data from external sources, etc. Please note that you can click "Start Sugar" to go
directly to your Sugar account if you wish to configure these settings at a later
time.

@ Setup Complete Setup progress
Start using Sugar!
> o <

@ = o ® Y,
Locale Email System Create Users Import Data Studio
Settings Settings Settings

sl
o & = O

Sugar Training Documentation Knowledge Base Forums

Last Modified: 2021-11-23 16:44:12

SugarCloud Management
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Overview

The SugarCloud section of Sugar's Admin page allows administrators to view,
access, and manage key information and data pertaining to your instance hosted in
Sugar's cloud environment. Please note that the options in the SugarCloud section
are only available for SugarCloud customers.

SugarCloud

View information about your instance(s) on SugarCloud.

& SugarCloud Settings & SugarCloud Insights

The SugarCloud section contains the following menus:

Menu Description

SugarCloud Settings Create and manage user records,
manage password requirements, and set
up LDAP, SAML, or OIDC authentication
in Sugarldentity via the SugarCloud
Settings console

SugarCloud Insights Monitor your instance's database and
file system storage usage, license usage,
and gain access to PHP error logs and
access logs

SugarCloud Settings

Sugarldentity allows customers to securely manage user identities as well as
access applications and services in the SugarCRM ecosystem. Sugarldentity
provides a federated identity solution based on industry standards and supports
comprehensive single sign-on for the Sugar application, Sugar Plug-in for Outlook,
Sugar Connect, Sugar Discover, and the SugarCRM mobile app. The Sugarldentity
service is managed via the SugarCloud Settings console which can be accessed by
clicking "SugarCloud Settings" on the Admin page. When a SugarCloud instance
uses Sugarldentity, the administrator will access Sugarldentity in the SugarCloud
Settings console to create and manage user records, manage password
requirements, as well as set up LDAP, SAML, or OIDC authentication. For more
information on Sugarldentity, refer to the Sugarldentity Guide.
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Note: Only some SugarCloud instances use Sugarldentity. Refer to the
Sugarldentity Guide to determine if yours is configured to do so. Existing
customers will be notified before their instances begin using the service.

SugarCloud Insights

The SugarCloud Insights page, which can be accessed via Admin > SugarCloud
Insights, allows administrators of instances hosted on Sugar's cloud servers (i.e.,
sugarondemand.com) to access and manage the following information:

e View the total amount of file system and database storage being used
across your cloud instances along with a breakdown of the current
database and file system storage usage for each cloud instance.

e Monitor the total number of active users counting against your Sugar
license.

e Download your instance's backup files.

e Generate PHP error and access logs which can help provide useful
information when troubleshooting certain issues.

e Manage the email list for important SugarCloud service notifications.

Last Modified: 2022-12-12 18:10:21

Team Management

Overview

Team Management is used in Sugar to define permissions and groupings for users.
These permissions cover what records a user is and is not able to access. Teams
are used in conjunction with Roles to form a robust security model for non-admin
users in Sugar. Users can use team settings on specific records to allow different
users within Sugar the option to view these given records. Team settings can also
be used as a form of organization, thereby separating records to be associated with
specific teams for better tracking. Teams can be based on departments,
geographic regions, or whatever else works best in a given organization.

Teams Module Tab
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The Teams module tab can be accessed by navigating to the Administration page
and clicking "Team Management" in the Users section. Once in the Teams list
view, you can click the triangle in the Teams module tab to display the Actions and
Recently Viewed menus. The Actions menu allows you to perform important
actions within the module. The Recently Viewed menu displays the list of teams
you last viewed in the module. Please note that clicking the module tab allows you
to access the Teams list view.

Teams E :

4+ Create Team

Teams

Global

West

*» @ ©0

East

The Actions menu allows you to perform the following operations:

Menu Item Description

Create Team Opens the edit view to create a new
team.

Teams Opens the list view layout to search and
display teams.

Team Types

From an administrative standpoint, teams will be handled differently based on
their types. From a user standpoint, all teams will be treated pretty much the
same. Each team type has their own special set of characteristics that aid in
defining it. The team types defined as:

e The Global Team
e Standard Teams
e Private Teams

The Global Team

The Global team is created automatically when a Sugar instance is created. Global
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is the default team for all new users, and every user is a member of the team by
default. Global is a universal team, so any records associated to the global team
will be viewable by the users on this team. The global team is intended to be
available for all users and a shared team for all users in Sugar.

Note: You cannot delete the Global team.

Standard Teams

Standard Teams can be created by administrators via Team Management. These
are to be used throughout Sugar to organize and grant access on organizational
specifics to your organization. Standard teams are often broken out into groups by
departments, geographical regions, or duties. For example, you may have an East
and West team, and also a Sales and Support team.

Private Teams

For every user that is created in Sugar, a corresponding private team is
automatically created in the Teams module. By default, the private team name is
the user's first and last name. A private team name will be updated any time the
corresponding user's profile is edited and re-saved, even if the change was not
made to the user's first or last name. For example, the private team for Jane Smith
will be automatically named "Jane Smith". If the administrator edits private team
"Jane Smith" to "Jane Smith-HR", and then user Jane Smith later updates the phone
number on her user profile, Sugar will revert the private team name back to the
user's first and last name, "Jane Smith".

If your organization plans to edit private team names, you must disable the
automatic update feature. Navigate to Admin > System Settings and select the
checkbox next to "Prevent private team names from inheriting the user's name
fields". For more information on this setting, please refer to the System
documentation.

Note: Private teams are not deleted in the same method as other teams. For more
information on deleting private teams, please review the Deleting Teams section of
this guide.

Team Membership Types

Team memberships are given to users in one of two ways, either by an explicit or
implicit membership. Regardless of the type, membership will control what records
regular users are able to see. Each membership can be granted in different ways
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and can constitute different functionality. Team membership is represented in the
team's detail view, as well as the user's detail view.

Note: Administrators do not adhere to team security and therefore can see all
records.

Explicit team membership is forged when the relationship is defined from either
the team's or user's detail view. In addition, explicit relationships are also
represented with private team memberships. Explicit memberships, other than
private teams, can be removed as necessary from the team's or user's detail view.
Explicit memberships will also include membership functionality for actions such
as workflows, SugarBPM processes, and inbound email.

Implicit team membership is used for record visibility. Implicit membership relies
on the "Reports To" field in the User Profile. When one user reports to another, the
hierarchy of the "Reports To" field is kept intact. The user being reported to will
inherit the team membership of the subordinate user and be able to see any
records on both his or her own team, and the teams of which the subordinate user
is a member. The subordinate's teams can either be explicit or implicit teams in
this scenario.

Note: Implicit relationships cannot be removed, but the cause for their
relationship can be broken by changing the reporting hierarchy.

In the Team's detail view, the user's subpanel will showcase which relationships
are explicit and which are implicit. In the "Membership" column of the Users
subpanel, the user will either be marked as a "Member", meaning that they are an
explicit member, or "Member Reports-to", meaning they are an implicit member.
In addition, the users marked with the "Member Reports-to" will not include an
"Unlink" button, as they have another user (or users) reporting to them on this
team.

A Users
Select (1-20f2)
Name User Name = | Membership] Email Phone
é,ill-zlman jim g:;ﬂo?g_m jim@example.com
::::::L”stin will Member will@example.com

Creating Teams

There are two methods that can be used to create teams in Sugar. These are via
the Teams module tab's action list or by duplicating an existing team and then
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editing it. After initially creating the team, the administrator will need to associate
users to the newly created team. For information on creating Private Teams,
please review the Repairing Teams section of this documentation.

Note: For instances that use Sugarldentity, administrators have the ability to log
in as other users in their organization using the "Impersonate (Log in as)" option in
the SugarCloud Settings console. So, after associating users to the appropriate
teams, you can preview the user's account via impersonation to ensure that the
proper permissions are in place. For more information on impersonating a user,

refer to the Sugarldentity Guide.

Creating Via Teams Module

The most common way to create a new team is via the Create Team option in the
Teams module tab. This opens up the edit view layout which allows you to enter in
all the relevant information for the team.

Use the following steps to create a team via the Teams module:

1. Navigate to Admin > Team Management.
Note: The Teams list view will open displaying all existing teams that are
currently available.

2. Click the triangle in the Teams module tab and select "Create Team".

Teams E f

4+ Create Team

= Teams
® West

W East

3. Enter a name and description of the team on the edit view screen that you
are now presented with.Enter the appropriate values for fields in the edit
view layout. All required fields are marked with a red asterisk and must be
completed prior to saving.

4. On the team's detail view, add users that are members of this team.

Creating Via Duplication
You can also create a new team by duplicating an existing team. The Copy option is

useful if the team you are creating has a similar set of members or a similar
description to an existing team
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Use the following steps to create a team by duplicating an existing record:

1. Navigate to a team record's detail view.
2. Click the Actions menu and select "Copy".

Teams: West

Edit E

Delete

Team Name: Woest

3. The displayed edit view is pre-populated with the original team's values.
Update the name field, and description if need be, then click "Save".

4. On the team's detail view, add any users that are members of this team that
are not on the original team, and remove any unwanted users.

Adding Users to Teams Via Teams Module

A user has to be associated to a team to be able to view records that are associated
to the specific team. Assigning a team is much like any other many to many
relationship in Sugar, where many users can be associated to one particular team,
and one user can also be assigned to multiple teams. From Team Management, a
user can be associated to a team via the Users subpanel at the bottom of the detail
view. To associate users to a team, follow the following steps:

1. Navigate to Admin > Team Management
2. From the Teams list view, select the team that you are working with
3. At the bottom of the page, click "Select User" from the Users subpanel

& Users

Select

MName User Name =

Ne Data

4. Use the popup search menu to search for and select the user(s) you would
like to add to this team where you can either click on the user's name or, if
selecting multiple users, click their corresponding checkboxes and then
click "Select"
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Select

Users

User
Ll - Name Mame

Administrator  admin

@ Chris Olliver  chris

5. After selecting the user(s) the popup search box will close and the user(s)
will now be displayed in the Users subpanel for the team to complete the

relationship
= Users
Select
Name User Name =
Chris Olliver chris

Adding Users to Teams Via Users Module

A regular user must be associated to a team to be able to view records that are
associated to that team. Assigning a team is much like any other many to many
relationship in Sugar, where many users can be associated to one particular team,
and one user can also be assigned to multiple teams. From User Management, a
user can be associated to a team via the user's detail view. For more information
on User Management, please refer to the User Management documentation. To
associate a team to a user via User Management, follow the following steps:

1. Navigate to Admin > User Management
2. From the Users list view, open the user record that you would like to edit
3. From the user's detail view, click on the "Access" tab

Edit | «

User Profile Advanced Access

# User Profile

Full Marme: Chris Olliver

Status:  Active
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4. Scroll past the role chart to the "My Teams" subpanel and click "Select"

My Teams
Select
Name Description
glﬁzlser Private team for chris

Global Globally Visible

5. Use the popup search menu to search for and select the team(s) you would
like to add to this user where you can either click on the team's name or, if
selecting multiple teams, click their corresponding checkboxes and then
click "Select"

Team List
Select Cancel
] MName Description
@ East This is the team
Global Globally Visible

6. After selecting the team(s) the popup search box will close and the team(s)
will now be displayed in the My Teams subpanel for the user to complete
the relationship

My Teams
[ Select |
Name Description
gll}:.-i.rser Private team for chris
East This is the team for the East

Viewing Teams

There are various options available for viewing team records in Sugar including via
the Teams list view, Teams detail view, Teams Last Viewed menu, from dashlets,
and from reports.
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Viewing Via List View

The Teams list view displays all team records meeting the current search criteria.
To access the list view, simply navigate to Admin > Team Management.
Alternately, if you are looking at a team's detail view, you can click the Teams
module tab to return to the list view. You can click the team's name to open the
record in detail view. For more information on viewing teams via list view, please
refer to the Teams List View section of this documentation.

Viewing Via Detail View

The Teams detail view displays thorough team information showing the name and
description of the team, followed by a subpanel of the users associated to the team.
The detail view can be reached by clicking a team's link from anywhere in the
application including from the Teams list view. For more information on viewing
teams via detail view, please refer to the Teams Detail View section.

Viewing Via Recently Viewed

As you access different teams, Sugar will keep track of which teams you have
recently viewed. Click the triangle in the Teams module tab to see a list of the 3
records you most recently viewed in the module. Clicking the record's name within
the list will open it in detail view.

Teams E H

4+ Create Team

Teams

Global

West

*»| e ©

East

Viewing Via Dashlets

The Home page displays a collection of Sugar Dashlets which allow users to get a
quick view of various records, activities, reports, etc. You can view team
information in most module specific dashlets. Clicking a team's name from any
dashlet will open the team in detail view. For more information on using dashlets,
please refer to the Dashlets section of the Home documentation.
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My Calls

Close Subject

Discuss
x review
process

Bad time,
x will call
back

Related
to

XY &L
Funding
Inc

Avery
Software
Co

Start
Date «

03/18/2014
12:15pm

03/03/2014
02:15am

Viewing Via Reports

(1-5o0f 49)

Accept?

Team

East

West+

Administrators have the option to build, run, and manage reports to gather key
data from records within Sugar. When building a report, there are options to either
run the report from the Teams module or add links to teams related to the records
that are being reported on. Once the report is run, you will be able to view the
team record's detail view by clicking the team's name in the report results. Please
note that you can only directly access team detail views with Rows and Columns
and Summation with Details-type reports as Summation and Matrix-type reports do
not include hyperlinks in their display columns. For more information on using
reports, please refer to the Reports documentation.

Mame: Teams report
Modules: Teams, Teams > Users

Display Columns: Primary Team Mame, Private, Description, User Name

Schedule: None
Filters: Nane

Primary Team Name

Administrator

Jim %

Global £

Private =

Searching Teams

Description

Private team for admin
Private team for Jim

Globally Visible

The Teams list view search function searches for the name of the team to help you
locate records easily and effectively. Once the search is performed, the relevant
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results will be displayed in the Teams list view below.
The buttons in the search panel have the following functions:

e Search: Click the Search button or press your Return/Enter key to perform
the search.
¢ Clear: Click the Clear button to clear all criteria from the searchable fields.

To see all Team records, simply click "Clear" and then "Search" to perform a blank
search with no name filter.

Search Teams

Team Name Search Clear

Please note that Sugar automatically appends the wildcard character (%) to the
end of your search phrase. This allows the system to retrieve all records that start
with the keyword entered in the search. If you would like to broaden the search,
you can use the wildcard at the beginning of your text as well (e.g.,
%Administrator). This will pull up any record that has the word "administrator" in
the name, regardless of how it starts or ends.

For more information on using the various search methods as well as how
wildcards are used, please refer to the Search documentation.

Teams List View

The Teams list view displays all teams meeting the current search criteria, if any.
You can view the name and description of each team within the field columns.
Click on the name of the team to access the detail view for the team and review the
settings further.

Pagination

List view displays the current search results broken into pages that you can scroll
through rather than displaying potentially thousands of rows at once. To the right
just below the search panel you can see which records of the total results set are
currently being displayed. The two single-arrow Next and Previous buttons can be
used to scroll through the records page-by-page. The two double-arrow First Page
and Last Page buttons allow you to skip to the beginning or the end of your current
results.
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By default, Sugar displays 20 records per list view page, but administrators can
change the number of records displayed via Admin > System Settings. For more
information on changing the number of displayed records, please refer to the
System documentation in the Administration guide.

Team MName Search Clear

| - (1-110f 11)

Checkbox Selection

Teams can be deleted in a mass-delete fashion via the list view by selecting all of
the team records. To select individual team records on the Teams list view, mark
the checkbox on the left of each row. To select or deselect multiple teams on the
list view, use the options in the checkbox dropdown menu:

e Select This Page: Selects all records shown on the current page of results

e Select All: Selects all records in the current search results across all pages
of results

e Deselect All: Deselects all records that are currently selected

| Delete | v | Selected: 1

Select This Page (11) g Description
Select All (11)
Deselect All
Globally Visible
@ : Sarah Smith Private team for sarah

For more information on deleting teams, please refer to the Deleting Teams
section of this documentation.
Actions Menu

The Actions menu to the right of the checkbox dropdown allows you to perform
various actions on the currently selected records.

| = || Delete Selected: 3

Mass Update @

Expart

= Global
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The options in the Actions menu allow you to perform the following operations:

Menu Item Description

Delete Delete one or more teams at a time.

Mass Update Mass update one or more teams at a
time.

Export Export one or more teams to a CSV file.

Column Sorting

List view provides the ability to sort all of the current search results by a field
column in either ascending or descending order. To sort by a field or switch the
sort direction, click the column header for either "Name" or "Description". The list
view may be sorted by only one column at a time.

[Team Name Description ‘]

Global Globally Visible

Teams Detail View

The Teams detail view displays thorough information about the team, as well as
the ability to perform most actions related to team management. The detail view
also includes a Users subpanel where users can be associated to the team and will
therefore take on the team's properties.

Actions Menu

The Actions menu on the top left of each team's detail view allows you to perform
various actions on the current record. Administrator users can change the action
items to be displayed as separate buttons instead of a dropdown menu via Admin >
System Settings. For more information on configuring the actions menu, please
refer to the System documentation in the Administration Guide.
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Teams: West

Edit B

Copy
Delete

[eam Name: West

The options in the Actions menu allow you to perform the following operations:

Menu Item Description

Edit Edit the name and description of this
team.

Copy Duplicate this team to create a new
team.

Delete Delete this team.

Users Subpanel

A user has to be associated to a team to be able to take on the team's membership
settings. Assigning a user is much like any other many-to-many relationship in
Sugar, where many users can be associated to one particular team, and one user
can also be assigned to multiple teams. From Team Management, a user can be
associated to a team via the Users subpanel at the bottom of the page. To associate
uses to a team, follow the following steps:

1. Navigate to the detail view of the team that you would like to edit.
2. At the bottom of the page, click "Select User" from the Users subpanel

# Users

Select

Name User Name =

No Data

3. Use the popup search menu to search for and select the user(s) you would
like to add to this team. You can either click on the user's name or, if
selecting multiple users, click their corresponding checkbox and then click
"Select”
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Select

Users
User
Ll - Name Name
Administrator admin
) Chrig Olliver  chris

Jim Brennan  jim

4. After selecting the user(s) the popup search box will close and the user(s)
will now be displayed in the Users subpanel for the team to complete the
relationship

# Users
Select

Name User Name =

Chris Olliver chris

Next or Previous Record

On the upper right of the Teams detail view, there are two buttons that allow you
to page through each team in the Teams list view's current search results. Clicking
the Previous button displays the previous team of the current search results while
clicking the Next button displays the next team of the current search results. The
text in between shows which team result you are currently viewing within the total
number of current results.

Teams: Chris Olliver

Edit | =

(8 of 11)

Team Mame: Chris Olliver
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Editing Teams

Teams may be edited at any time to update or add information to the record or to
edit existing information. You can make changes to existing team records via the
Teams detail view and edit view, or from the Users module. Edit view is available
within the Teams module and includes the Name and Detail fields.

Editing Via Detail View

You can edit teams via the detail view by clicking the Edit button on the upper left
of the page. Once the edit view layout is open, update either the Name or
Description fields, then click "Save" to preserve the changes made.

Teams: Chris Olliver

Edit | =

Team Mam Chris Olliver

Description:  Private team for chris

Editing Via List View

You can edit teams via the list view by clicking the Pencil icon to the left of each
team's name. After clicking the pencil, the window will move to the edit view.
Update the necessary fields, then click "Save" to preserve the changes. After
saving from the edit view, you will be returned to the detail view for the record
that you just updated. Because this method brings you to the edit view, the Name
and Description fields can be updated.

L

Team Name Description

Global Globally Visible

Editing Via Users Module

The Users module allows you to see all of the teams associated with a specific user
in one place under the "Access" tab. The page will show the "My Teams" subpanel

with a list of all of the teams associated with the user. For more information about
viewing the teams from the Users module, please review the User Management
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documentation.

On the "My Teams" subpanel, there is an option to edit the team. After clicking the
"Edit" button, the window will move to the edit view. Update the necessary fields,
then click "Save" to preserve the changes. After saving from the edit view, you will
be returned to the detail view for the record that you just updated. Because this
method brings you to the edit view, only the Name and Description fields can be
updated.

My Teams
Select

Mame Description

Chris . : .
Olliver Private team for chris £/ edit
East This is the team for the East =) edit 1= remove

Deleting Teams

If a team record is invalid or is no longer being used in your organization's Sugar
instance, it may be deleted from either the Teams detail view or list view. Deleting
via the detail view allows you to delete a single record while the list view allows for
mass deleting multiple records at once. Deleting team records will not delete any
related user records and will only remove the relationship.

The exception to this is found when trying to delete any private teams. Private
teams are only able to be deleted when the user that the team is for has been
deleted. To delete a private team, first delete the user via the user's detail view,
following the steps from User Management.

Deleting Via Detail View
Use the following steps to delete a team via the detail view:

1. Navigate to the team record's detail view.
2. Select "Delete" from the Actions menu.
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Teams: West

Edit E
Copy

Team Name: Woest

3. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

Deleting Via List View
Use the following steps to delete one or more teams via the list view:

1. Navigate to the Teams list view by navigating to Admin > Team
Management.

2. Use the Search functionality to search to find the Team records you wish to
delete.

3. Select the desired team records individually or using the checkbox
dropdown's options.

4. Choose "Delete" from the Actions menu.

[l = |} Delete | | Selected: 2

Team Name = Description

Administrator Private team for
=l East This is the team -
=0 West This is the team

5. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

Due to PHP memory limitations on the server, there may be occasions when the
application times out while deleting a large number of team records. If you

encounter an error when performing this action, we recommend selecting the
records in smaller batches.

Removing Users From Teams

Users can be associated to multiple teams, and one team can also be associated to

51/753



many users. As changes occur within an organization, there may be times that
users need to be removed from specific teams. Breaking the relationship between
a team and a user can be done both from the Teams detail view and from the Users
detail view. Both modules include a subpanel to represent the relationship to the
other module.

To remove a user from a team, use the following steps:

1. Navigate to the team record's detail view
2. Click "unlink" to the right of the user's row

# Users

Select (1-7Tof7)

Name = User Name Membership Email Phone
Administrator admin Member admin@example.com
Chris Olliver chris Member chris@example.com

3. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

To remove a team from a user, use the following steps:

1. Navigate to the user's detail view
2. From the user's detail view, click on the "Access" tab

Chris Olliver

Edit | =

User Profile Advanced

3. Scroll past the role chart to the "My Teams" subpanel and click "Remove"
on the row of the team you would like to remove

My Teams
Select
Name Description
Chris Olliver  Private team for chris £/ edit
East This is the team for the East £ edit |'=' remove
West This is the team for the West £ edit "= remove
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4. A pop-up message will display asking for confirmation. Click "Ok" to
proceed

Repairing Teams

Sugar's Repair menu includes two options for administrators to improve team
structures and functionality. These processes should not be needed often, and are
only used when the necessary changes are to be made. The repair options are as
follows:

Type Description
Upgrade Teams Checks to make sure that all users have

associated private teams.

Repair Teams A combination of four different repair
functions to rebuild team accesses.

Last Modified: 2022-03-09 16:26:06

Role Management

Overview

Roles in Sugar determine which users can access modules as well as which
operations the users are allowed to perform within those modules. When
configuring role settings in Sugar, an administrator may choose to enforce
restrictions for entire modules or for selected fields on the records in a module, as
explained in the following sections. To fully leverage Sugar's security model, both
permission types can be used together for a given role and should be considered in
conjunction with the Team Management settings used by your organization.

Administrators have the ability to create different roles and assign regular users to
the roles. A user can be related to any number of roles, and when multiple roles or
role settings are applied, Sugar adheres to a most-restrictive policy to determine
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the user's appropriate access levels. Administrators cannot be related to roles, as
their administrative rights supersede any restrictions imposed by Role
Management. For more information on System Administrator users, please review
the User Management documentation.

Roles control multiple layers of actions and access for users within Sugar:

e Module-Level Permissions
e Record-Level Permissions (i.e., Team-Based Permissions)
e Field-Level Permissions

Exceptions
The following modules respond uniquely to role settings in Sugar:

e Forecasts Module: For the Forecasts module, roles will allow or deny
access at the module level with no further layers of access. Because the
Forecasts module uses data from the Opportunities, Products, Quotas,
Worksheet and Time Period modules, the Forecasts module does not
respect the module- or field-level ACLs for those modules. For example, the
opportunity data that is shown in the Forecasts module worksheets will be
displayed and editable regardless of whether or not the user has access to
the Opportunities module or has field-level restrictions in that module.

e Reports Module: Sugar's Reports module does not respect certain field-
level role restrictions, meaning that generated reports may display field
data for which a user's role is set to restrict visibility.

Roles Module Tab

The Roles module tab can be accessed by navigating to the Administration page
and clicking "Role Management" in the Users section. Once in the Roles list view,
you can click the triangle in the Roles module tab to display the Actions and
Recently Viewed menus. The Actions menu allows you to perform important
actions within the module. The Recently Viewed menu displays the list of roles you
last viewed in the module. Please note that clicking the module tab allows you to
access the Roles list view.
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Rales IEI :

4+ Create Rale

= List Roles

= List Roles By User

The Actions menu allows you to perform the following operations:

Menu Item Description

Create Role Opens the edit view to create a new
role.

List Roles Opens the list view layout to search and
display roles.

List Roles By User Opens a page for viewing each user's
access according to their combined
roles.

Creating Roles

Sugar's roles specify which users can access modules, as well as which operations
the users are allowed to perform within those modules. When configuring role
settings in Sugar, an administrator may choose to enforce restrictions for entire
modules or for selected fields on the records in a module, as explained in the
following sections. To fully leverage Sugar's security model, both permission types
can be used together for a given role and should be considered in conjunction with
the team access settings used by your organization.

Creating Roles via Role Management

The most common way to create a role is via the Create Role option in the Role
Management module tab. This opens up the edit view layout which allows you to
enter in all the relevant information for the role.

Use the following steps to create a role via Role Management:
1. Navigate to Admin > Role Management.

o Note: The Roles list view will open displaying all existing roles that
are currently available.
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2.

3.

Click the triangle in the Roles module tab and select "Create Role".

Roles E :

4+ Create Role

= List Roles
= List Roles By User

Enter the appropriate values for fields in the edit view layout. All required
fields will indicate "Required" in the field and must be completed prior to
saving.

4. On the Role Chart screen, configure the module and field permissions, and

assign users to the role.

Creating Roles via Duplication

You can also create a new role by duplicating an existing role. The duplicate option
is useful if the role you are creating has similar information to an existing role.

Use the following steps to create a role by duplicating an existing record:

1.
2.

Navigate to a role record's detail view.
Click the Actions menu and select "Duplicate".
Customer Support Administrator

Edit .

Customer Support Ac

Delete
weIL . Customer Support Ac

. The displayed edit view is pre-populated with the original role's values.

Update the necessary fields, then click "Save".

. On the Role Chart screen, update the module and field permissions, and

assign users to the role.

Setting Module-Level Permissions

Sugar's Role Chart contains ten columns and has a row for each module down the
left-hand side. The columns represent an access level or a type of operation within
Sugar, and the corresponding points between the columns and module rows define
the role's permission setting for the operation within the given module.
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Access

Accounts Enabled
Bugs Enabled
Business Centers Not Set

Access Type Delete

Admin & Developer Not Set

Admin & Developer Not Set

Not Set Not Set

Not Set

Not Set

Not Set

Edit Export Import

Not Set Not Set

Not Set Not Set

Not Set Not Set

Not Set

Not Set

Not Set

List Record

View

Mass

Update
Not Set | Not Set
Not Set | Not Set

Not Set Not Set

To configure or make changes to a role, follow the steps below:

1. On the Role Chart, find the intersection of the operation and the module
that you would like to adjust and click inside the corresponding table cell.

2. A dropdown list displays the options available for that configuration. Select
the appropriate security option based on the access and operation
definitions explained later on this page.

Save Cancel

Accounts
Bugs

Calls

Access Access Type

Enabled Admin & Develope

Enabled Admin & Develope!

Not Set Not Set

Delete Edit Export
Not Set  Not Set

v Not Set Not Set Not Set
Not Set  Not Set

3. Repeat steps 1 and 2 for any other fields you would like to change in this
module for the current role.
4. When complete, click "Save" to secure the changes.

Note: The most restrictive role setting always takes precedence when Sugar has to
choose between two or more settings.

The following table explains the Role Chart's components in detail. Please scroll
beyond this table for descriptions of each configuration option.

Role Chart Configuration Description Additional
Column Header |Options Comments
Module N/A Identifies which
(blank header row) module the row's
settings will affect.
Access * Enabled Controls access to |When access to a
* Not Set the entire module |module is disabled,
* Disabled for users in this the useris
role. prohibited from
viewing any
records in this
module. They
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cannot see a tab for
the module in the
navigation bar, and
other module
records do not
reveal this
module's subpanel
to the user. For
more information,
please refer to the
Module Access
definitions below
this table.

Access Type * Normal For enabled Please refer to the
* Not Set modules, Access Module Access
* Admin Type determines Type definitions
* Developer how much control |below this table.
* Admin & users in this role
Developer have over the
module.
Delete « All Restricts users Restricting a user's
* Owner from deleting or ability to delete
* Owner & merging records in |records also
Selected Teams* this module. restricts a user's
* Not Set ability to merge
* None records in the
module since
merging results in
deleting one or
more records.
Edit « All Restricts users Although it is
 Owner from editing, labeled "Edit", this
* Owner & creating, or role setting also
Selected Teams* merging records in |affects the Create
* Not Set this module. functionality
* None because the

process of creating
a record functions
the same way as
editing. It also
restricts the merge
functionality in
Sugar, which
modifies existing
records.
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Export « All Restricts users This role setting
* Owner from exporting data|affects usage of the
* Owner & from this module to |[Sugar API, which is
Selected Teams* their local the framework
* Not Set computers. used for external
* None connections, such
as the Outlook Plug-
in. For more
information on
exporting, please
refer to the Export
documentation in
the Application
Guide.
Import « All Restricts users This role setting
* Not Set from importing affects usage of the
* None data into this Sugar API, which is
module. the framework
used for external
connections, such
as the Outlook Plug-
in. For more
information on
importing, please
refer to the Import
documentation in
the Application
Guide.
List « All Restricts a user's |A module's list view
* Owner ability to see is not visible to
* Owner & records in a list users where "List"
Selected Teams* view or subpanel. |[is set to "None".
* Not Set
* None
Mass Update « All Restricts users The Mass Update
* Not Set from using the option is not visible
* None Mass Update on the list view's

functionality in this
module's list view.

Actions menu when
"Mass Update" is
set to "None". If
"List" is set to
“None", the Mass
Update
configuration is
inconsequential. To
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entirely prohibit
users in a role from
updating many
records at once, set
"Import" to "None"
as well to prevent
mass updates via
import.

Record View

o All

e Owner

e Owner &
Selected Teams*
* Not Set

* None

Restrict access to
the record view
which displays an
individual record's
details.

When "Record
View" is set to
"None", the
module's list view
displays record's
names, but the
names are not
hyperlinked to their
corresponding
record views like
they are for users
with the View
permission
enabled.

When a module's
Record View
setting is "None" or
"Owner", the
access level for
"Edit" and "List"
must be set to the
same value to
ensure desired
functionality for
Sugar Mobile and
other API-based
applications.

*The Owner & Selected Teams option only appears for modules using team-based
permissions. For more information, please refer to the Enabling Team-Based
Permissions section of this page.

The following sections explain the various configuration options available in the

Role Chart.
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Module Access Definitions

The Access column provides the following options:

Enabled: The user can access this module in Sugar.

Not Set: The user is neither restricted nor granted access to this module.
When permission is "Not Set", the users within this role default to
"Enabled" access.

Disabled: The user cannot access this module, view any of its records, or
see any trace of its existence in Sugar.

Note: To ensure proper functionality, a user's access to the Revenue Line Items
and Opportunities modules should be consistently configured. The user should not
have access to one module without access to the other.

Module Access Type Definitions

The Access Type column provides the following options:

Normal: The user can perform standard functions in this module barring
restrictions from other roles or team settings. The user cannot access the
Administration functions for this module.

Not Set: The user is neither restricted nor granted access to this module.
When permission is "Not Set", users within this role default to "Normal"
access.

Admin: The user is not subject to any Teams restrictions for this module
and can view all records, barring other role restrictions. Admin access also
forces "All" access for that module's action-related columns (e.g., Edit,
Delete, etc.) if the row's operation-related columns remain "Not Set".
However, any more restrictive options you may choose will supersede the
Admin access. Please note that the module-level Admin access type does
not grant access to the Administration functions for this module.
Developer: The user has access to the module-specific sections of Studio,
Workflow Management, Dropdown Editor, and any other Administration
functions that are specific to the module. The user's access to Sugar
records is not affected; access remains subject to Teams restrictions and
action-related role restrictions for this module. For more information on
developer tools, please refer to the Developer Tools documentation.
Admin & Developer: The user is not subject to any Teams restrictions for
this module and can access Administration functions for this module. For
more information, please refer to the descriptions for the "Admin" and the
"Developer" access types above.
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For more information on Admin, Developer, and Admin & Developer roles, please
refer to the article Understanding Admin and Developer Access in Roles.

Record Operation Definitions

The operation columns (e.g., Edit, Delete, etc.) provide the following configuration
options:

e All: The user can perform this action on any and all records that they can
access in Sugar per their team memberships.

e Owner: The user can perform this action only if they are the "Assigned To"
user on the record.

e Owner & Selected Teams: The user can perform this action if they are
the "Assigned To" user on the record or if they belong to a team that is
designated as having extra access on the record. This option is only visible
if an administrator has enabled team-based permissions for the module.

e Not Set: The user is neither restricted nor granted access to this function.
When permission is "Not Set", users within this role default to "All" access.

e None: The user cannot perform this action on any records within this
Sugar module.

Note: When using the Owner & Selected Teams setting, any user with permission
to edit the Teams field can extend role permissions to other users. To maintain a
tighter security model, we recommend using this setting in conjunction with field-
level access control on the Teams field to regulate who can edit the teams on a
record.

Setting Record-Level Permissions

In Sugar, teams are typically used to control which groups of users can access a
record. Using the record-level, team-based permissions, however, an administrator
may choose to extend the purpose of teams to control who can perform certain
operations on the record (e.g., edit, delete, etc.). When enabled, regular users can
use a record's Teams field to grant access such as viewing, editing, exporting,
importing, and deleting permission to specific users or user groups.

For more information on teams, please refer to the Team Management
documentation.

Enabling Team-Based Permissions
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An administrator may decide to enable record-level, team-based permissions for
none, some, or all of the modules in a Sugar instance. Once enabled, the
administrator can build roles that utilize the new access option (Owner & Selected
Teams).

Follow these steps to enable the team-based permission capability:

1. Navigate to Admin > Team-based Permissions.

Manage user accounts and Manage role membership and

3 User Management o Role Management

passwords properties
Manage team membership and ge . Enable team access, and manage
&8 |
Team Management properties @ Team-based Permissions access by module.

Manage password requirements

=0
Password Management and expiration

2. If an administrator has never enabled team-based permissions for this
instance, the configuration page will open and display a warning message
above a disabled checkbox. Click on the checkbox labeled "Enable team-
based permissions" to select the modules you want to enable. If the
checkbox is already selected, you will see the modules listed prominently
on the configuration page.

3. Place a checkmark in the boxes next to modules that should support team-
based permissions. The square behind the module name changes from gray
(disabled) to blue (enabled) upon selecting the checkbox. Once you are
satisfied with your selections, click "Save" to preserve the changes.

s

Enabling team-based permissions will allow you to assign specific access rights to teams and users for individual modules, through Role Management.

Warning: Disabling team-based permissions for a module will revert any data associated with team-based permissions for that module, including any Process Definitions or
Processes using the feature. This includes any Roles using the "Owner & Selected team" option for that module, and any team-based permissions data for records in that module.
We also recommend that you use Quick Repair and Rebuild tool to clear your system cache after disabling team-based permissions for any module.

Enable team-based permissions

Select modules to enable

Accounts Bugs Calls Campaigns
Cases Contacts Contracts Documents
Email Templates Emails Knowledge Base Leads
Meetings Notes Opportunities PDF Manager

Project Tasks

Reports

Tasks

Projects

Revenue Line ltems

Quoted Line ltems

Target Lists

Quotes

Targets

After saving, you can confirm that a module has been enabled for team-based
permissions by clicking "Edit" on any record within the module and viewing the
Teams field. Each team's name in the widget should include a Lock button,
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defaulted to a disabled (white) state.

Teams

West - n &

- | &|- +

If the Teams widget does not show the Lock buttons, confirm that you properly
saved the admin settings in step 3, perform a Quick Repair and Rebuild, and try
refreshing your browser's cache.

You may now create roles that utilize the "Owner & Selected Teams" access type
for actions in the enabled modules. Please note that team-based permissions have
no effect on Sugar until users have been assigned to roles that are configured with
"Owner & Selected Teams" access. For more information, please refer to the
Record Operation Definitions section of this page. For information on using team-
based permissions on a record, please refer to the User Interface documentation.

Disabling Team-Based Permissions

Disabling team-based permissions for a module permanently removes any data
associated with team-based permissions for that module. Any role definitions using
the "Owner & Selected Team" option for field-access settings or operations in that
module revert to the more restrictive setting, "Owner". All record-level, team-
based permissions data for that module are also permanently deleted. Sugar will
not remember a record's role-related team settings if you ever wish to re-enable
the module for team-based permissions.

To disable team-based permissions for a module, navigate to Admin > Team-based
Permissions, uncheck the box next to the appropriate module's name, and click
"Save". To disable the functionality for the entire instance, simply uncheck the box
labeled "Enable team-based permissions" and click "Save". After disabling team-
based permissions for any module, please use the Quick Repair and Rebuild tool to
clear your system's cache.

Setting Field-Level Permissions

Role Management also provides the option to set permissions and restrictions on
specific fields within modules. To change the field-level permissions for a role,
follow these steps:

1. Navigate to Admin > Role Management.
2. Create and save a new role or select an existing role to edit.
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3. On the left side of the screen, click on the name of the module that contains
the field(s) you would like to restrict.

All Save Cancel
Accounts
Access Access Type

Bugs
Calls Accounts Not Set Not Set
Cases Bugs Not Set Not Set
EONACES Calls Not Set Not Set
Contracts

Campaigns Not Set Not Set
Documents

4. On the next screen, find the field that you would like to restrict and then
click inside the table cell to the right of that field name. In this example,
click on the words "Not Set" next to the word "Type" to edit access to the
Type field.

Type [+] |Not Set Annual Revenue [+] Not Set

Campaign [+] | Not Set Created By [+] Not Set
Email [+] Not Set Email Address [+] | Not Set
Employees [+] Not Set Facebook Account [+] | Not Set

Note: Some fields may be part of a group and the access setting will affect
all of the fields in the group. To see which fields, if any, are in a group with
the field you are editing, click the Plus (+) sign next to the field's name.
Any fields listed as part of a group will also be restricted at the level you
choose. Grouped fields cannot be controlled independently. If you cannot
find the field that you would like to restrict in the fields table, it may be
grouped within another field. Try expanding fields that are likely to be
grouped with the field you are looking for (e.g., the Billing City field for
Accounts is grouped under the Billing Street field as part of the billing
address group).

5. From the dropdown list, select a level of field access for this role's
members based on the field-access definitions explained below.

Type [+ Annual Revenue [+] | Not Set
Read/Write ;
Read/Owner Write Created By [+] | Not Set
Read Only I
Owner Read/Owner Write

None

Campaign [+

Email [+ Email Address [+] | Not Set

Employees [+ Facebook Account [+] | Not Set

6. Repeat steps 4 and 5 for any other fields you would like to change in this
module for the current role.
7. When complete, click "Save" to secure the changes.

Field Access Definitions

e Not Set: The user is neither restricted nor granted access to this field.
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When permission is "Not Set", users within this role default to "Read/Write"
access.

Read/Write: The user can see the value of this field and can edit it.
Read/Owner Write: The user can see the value of this field but can only
edit the field's value if they are the "Assigned To" user on the record.
Read/(Owner & Selected Teams) Write: The user can see the value of
this field but can only edit the field's value if they are the "Assigned To"
user on the record or if they belong to a team that is designated as having
extra access on the record. This option is only visible if an administrator
has enabled team-based permissions for the module.

Read Only: The user can see the value of this field but cannot change its
value.

Owner Read/Owner Write: The user can only see and edit this field if they
are the "Assigned To" user on the record.

(Owner & Selected Teams) Read/Owner Write: The user can only see
the value of this field if they are the "Assigned To" user on the record or if
they belong to a team that is designated as having extra access on the
record, but they can edit the field only if they are the "Assigned To" user on
the record. This option is only visible if an administrator has enabled team-
based permissions for the module.

(Owner & Selected Teams) Read/(Owner & Selected Teams) Write:
The user can only see the field and edit the field's value if they are the
"Assigned To" user on the record or if they belong to a team that is
designated as having extra access on the record. This option is only visible
if an administrator has enabled team-based permissions for the module.
None: For Sidecar modules, the user can see this field on layouts (e.g.,
Record View) but cannot see its value. Instead, Sugar displays "No Access"
as the field's value. For Legacy modules (e.g., Documents), the user cannot
see the field on any layout. Instead, Sugar displays a blank space on the
edit and detail views.

Assigning Users to Roles

A user must be associated with a role to take on the role's permission settings.
Assigning a role is much like any other many-to-many relationship in Sugar, where
many users can be associated with any particular role, and one user can also be
assigned to multiple roles.

If a user is assigned to multiple roles, the most restrictive option for each setting is
respected. For example, if a user is assigned to two roles, one which restricts Edit
access for the Accounts module to "Owner" and the second which restricts it to
"Owner & Selected Teams", the "Owner" setting will be respected. View the Access
tab on each user's profile to see the cumulative effect of all of their assigned roles.
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Note: For instances that use Sugarldentity, administrators have the ability to log
in as other users in their organization using the "Impersonate (Log in as)" option in
the SugarCloud Settings console. So, once you assign users to roles, you can
preview the user's account via impersonation to ensure that the proper
permissions and restrictions are in place. For more information on impersonating a
user, refer to the Sugarldentity Guide.

Assigning Roles via Role Management

From Role Management, a user can be related to a role via the Users subpanel at
the bottom of the detail view. To relate users to a role, use the following steps:

1. Navigate to Admin > Role Management.
2. From the Roles list view, select the desired role.
3. At the bottom of the page, click "Select User" from the Users subpanel.

A Users

Select User

Name User Name 2
No data
4. Use the pop-up search menu to search for and select the user(s) you would

like to add to this role where you can either click on the user's name or, if
selecting multiple users, click their corresponding checkbox and then click

"Select".
Select
Users
v Name User Name Title
Will Westin will Sales Manager East
Sarah Smith sarah Sales Manager West
Sally Bronsen sally Senior Account Rep

After selecting the user(s), the pop-up search box will close and the user(s) will
now be displayed in the Users subpanel for the role to complete the relationship.

Assigning Roles via User Management
From User Management, a user can be related to a role via the user's detail view.

For more information on User Management, please refer to the User Management
documentation. To relate a role to a user via User Management, follow the
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following steps:

1. Navigate to Admin > User Management.

2. From the Users list view, open the user record that you would like to edit
3. From the user's detail view, click on the "Access" tab
< .

~ Accounts v Contacts v | Users v : Q o O v
e iy
=
Chris Olliver
Edit |~

(5 of 8)

User Profile Advanced

A User Profile

Full Name: Chris Olliver User Name: chris

Status: Active User Type: Regular User

4. Scroll past the Role Chart to the subpanel for "Roles" and click "Select"

A Roles

Name = Description

No data

5. Use the pop-up search menu to search for and select the role(s) you would
like to add to this user where you can either click on the role's name or, if
selecting multiple roles, click the corresponding checkboxes and then click

"Select”
Select
Roles
(1-60f6)
a - Name Description =
= Customer Support .
Administrator Customer Support Administrator Role
O Data Privacy Manager  Data Privacy Manager Role

After selecting the role(s), the pop-up search box will close and the role(s) will now
be displayed in the Roles subpanel for the user to complete the relationship.

Viewing Roles

There are various options available for viewing role records in Sugar including via
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the Roles list view, Roles detail view, Roles Recently Viewed menu, the List Roles
by User function, and from the Users module.

Viewing via List View

The Roles list view displays all role records meeting the current search criteria. To
access the list view, simply navigate Admin > Role Management. Alternately, if you
are looking at a role's detail view, you can click the Roles module tab to return to
the list view. You can click the role's name to open the record in detail view. For
more information on viewing roles via list view, please refer to the Roles List View
section of this documentation.

Viewing via Detail View

The Roles detail view is where all of the modifications to the role settings can be
made. This page includes the name and description of the role, the chart where
module settings can be manipulated, links to the field-level action settings, and the
Users subpanel where users can be added to the role. For more information on
viewing roles via detail view, please refer to the Roles Detail View section of this
documentation.

Viewing via Recently Viewed

As you access different roles, Sugar will keep track of which roles you have
recently viewed. Click the triangle in the Roles module tab to see a list of the 3
roles you most recently viewed in the module. Clicking the role's name within the
list will open it in detail view.

Roles E :

+ Create Role

List Roles

List Roles By User

Sales Administratar

e 0

Marketing Administratar

c]

Customer Support Administrator

Viewing Roles by User
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Role Management offers the option to view all roles assigned to specific users.

Click the triangle in the Roles module tab and select "List Roles By User" to view
these roles.

RDlESE H
+ Create Role

= List Roles

= List Roles By User

You will be redirected to the Users module and a screen will appear with a
dropdown list with all users' names included. Select the user you would like to
view and a chart will show which is a compilation of all of the roles listed for the
user in the 